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Agenda

Discussion: Introductions and Background
o balena
o Arm

Account Creation

Assemble Hardware

Install CLI

Push First Container

Discussion: Scaling and Fleet Management

Locate Additional Projects

Additional Resources and Wrap up



balena

“Platform built to develop, deploy, and
manage fleets of connected devices at scale.”

e balenaCloud

o Web-based control of loT devices, broken down by Applications,
Devices, Workloads, and more
o Terminal access to device, logs, container build info, and more.
e balenaOS
o Based on Yocto Linux

e balenaEngine

o Container runtime bq Ienq
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Arm

Arm designs energy-efficient, advanced processor
core designs that are used in billions of devices.

1. Armdesigns Intellectual Property,
Many well known chip designers license Arm
IP and manufacture their own processors.

3. Processor goesin to a device.

Used in phones, tablets, laptops, networking
equipment, even servers!




Deep Dive: Energy Efficiency

Arm excels in the mobile phone and tablet
ecosystem, due to efficient compute.

x86 designs have historically focused on all-out
performance.

Cell phones and tablets demand long battery-life, and
have size constraints.

loT devices typically have limited compute, power,
memory, or physical dimensions, so Arm processors
excel in this use case as well.




Arm Developer Program

A new Arm Developer Program is coming...

e Developer Network (developer.arm.com) refresh
Major influx of content and resources

Building and supporting communities across the
Arm ecosystem

Launch to happen in two phases

First phase to launch in March, 2020

Pay attention to developer.arm.com

Developer feedback is welcome and appreciated




What do we mean by loT
“Fleet Management”?
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Architecture



OS

“



balenaOS

Built on Yocto Linux, Optimized for

Embedded Devices and loT Usage

." balenaOS

Minimal by design (increased
security)

Less RAM / resource requirements
Redundant RootFS partitions
More tolerant of power loss

Minimized SD Card writes

“



Docker Containers

“



Containerized Applications
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Host Operating System

Infrastructure

docker



balenaEngine

Container engine built for Embedded e Minimal by design
and loT use-cases, based on the Moby e Less RAM /resource requirements
Project from Docker e Deltas pulls to save bandwidth

e Fault tolerance on container pulls

." balenaEngine

“



Build Workflow

“
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Let’s Begin!



Let’s get started

e Create an account

a Create an application

e Add your device

e Push your code



®  ® & balena-Home x |+

<& O

G https//www.balena.io

k’ Whatisbalena?  balenaCloud  More products ~  Resources v  Pricing  Customers  About v Login

balena

Build your loT project
with balena |

The infrastructure you need to develop, deploy, and
manage fleets of connected devices at scale.

Learn more




@ balenaCloud | Signup x |+

O & https://dashboard.balena-cloud.com/signup

balena

Your first 10 devices are always free

Upgrade anytime. Hassle free

(" o signupwithGithub ) (G Sign up with Google )

or sign up with

Password*

Send me the balena monthly newsletter

We send one newsletter a month, and do not share your e-mail with

Already have an account? Lo

third parties




." balenaCloud 7 Getting Started B Docs $2 Forums Status David Tischler DT ~

Applications @

7 Create application Y Addfilter ) @ Views v




Password

& Add new device

Select device type
6 Raspberry Pi 4
Select OS version

v2.46.1+rev3 (recommended)

Select edition

Development O

© Recommended for first time users

Network Connection

@ Wifi + Ethernet

Wifi SSID

Wifi Passphrase

+ Advanced

Instructions

@ Use the form on the left above to configure and download balenaOS for your new
device.

o Write the OS file you downloaded to your SD card. We recommend using Etc
e Insert the freshly burnt SD card into the Raspberry Pi 4.

@ Connect your Raspberry Pi 4 to the internet, then power it up.

© Your device should appear in your application dashboard within a few minut

fun!

For more details please refer to our




Flash SD Card with Etcher



An open source project by f‘ balena | More products -

&9 balenaEicher

Validated Flashing

No more writing images on corrupted

@ balena.io

Forums Mailing list Changelog Etcher Pro

Flash. Flawless.

Flash OS images to SD cards & USB drives, safely and easily.

o

Select image

Download for macOS '

v1.571 See what's new

Hard Drive Friendly

Makes drive selection obvious to avoid

A better way to burn.



@

img, iso, zip, and many more

Select target

Flash!



Power Up!



.” balenaCloud % Getting Started B Docs $2 Forums Status

Applications G DemoApplication

+ Add device ¢

Status ¢

Y Addfiter
Devices ' '
Last Seen ¢

'C
t Online (for a few seconds)
Fleet
Configuration

Ew
Environment
Variables

S
Service
Variables

Releases

4

Location

Release policy

track latest Vv

uuD @2 OS Version ¢

balenaOS 2.46.1+rev3

git remote add balena david_.

@ Views v

OS Variant ¢

David Tischler DT ~

= Actions Vv

Supervisor Version $

106.27

0 e

IF g v

192.168.




dashboard.balena-clous

." balenaCloud ¥ Getting Started BDocs 2 Forums @ Status David Tischler DT ~

< Back Applications t DemoApplication bold-feather

ss DEVICE
as UTC () Timestamps @ (f) Q C\
Add filt
STATUS uuID TYPE X At
v & Online fi 6 Raspberry Pi 4
Device
Configuration

LAST ONLINE HOST OS VERSION ISOR VERSION
Online (for a few
D) seconds) 2.46.1+r

Device

Variables
CURRENT RELEASE TARGET RELEASE IP ADDRESS

TAGS (0) & PUBLIC DEVICE URL
No tags configured yet ()

S
Device Service
Variables

NOTES Terminal

4

Location

Select a target v

Actions

o

Diagnostics
Experimental




Quick Tour of GUI

“



Let’s Add a Container



Install balena-CLI

https://qgithub.com/balena-io/balena-cli/blob/master/INSTALL.md

Windows, Mac, or Linux

Provides native tooling for:

e Device and App Info
e Building, Pushing Code
e SSH to Devices

Pullrequests Issues Marketplace  Explore 2+ B

[ balena-io / balena-cli (Dusedby~ 4  OuUnwatch~ 32 200
> Code Issues 208 Pull reque s e v ecurity

Branch: master »  balena-cli / INSTALL.md Find file |~ Copy path

[ [ ————— ‘ — 945 3doysom

aconibutors £ 2 @A

212 lines (173 sloc)  12.7 kB Raw  Blame  History [J 4

balena CLI Installation Instructions

There are 3 options to choose from to install balena's CLI:

* Executable Installer: the easiest method, using the traditional graphical desktop application installers for Windows
and macOS (coming soon for Linux users too).

Standalone Zip Package: these are plain zip files with the balena CLI executable in them. Recommended for
scripted installation in CI (continuous integration) environments.

NPM Installation: recommended for developers who may be interested in integrating the balena CLI in their existing
Node s projects or workflow.

Some specific CLI commands have a few extra installation steps: see section Additional Dependencies.
Windows users:
« There is a YouTube video tutorial for installing and getting started with the balena CLI on Windows. (The video
uses the standalone zip package option.)
« If you are using Microsoft's Windows Subsystem for Linux (WSL), the recommendation s to install a balena

CLI release for Linux rather than Windows, like the Linux standalone zip package. An installation with the
graphical executable installer for Windows will not run on WSL.



https://github.com/balena-io/balena-cli/blob/master/INSTALL.md

Install balena-CLI

Activities [ Terminal v

** File Edit View Search Terminal Help

david@david-VirtualBox:~$ balena help
Usage: balena [COMMAND] [OPTIONS]

Thu 16:32
david@david-VirtualBox: ~

If you need help, or just want to say hi, don't hesitate in reaching out
through our discussion and support forums at https://forums.balena.io

For bug reports or feature requests, have a

look at the GitHub issues or

create a new one at: https://github.com/balena-io/balena-cli/issues/

Primary commands:

help [command...]

login

push <applicationOrDevice>
logs <uuidOrDevice>

ssh <applicationOrDevice> [serviceName]
apps

app <name>

devices

device <uuid>

tunnel <deviceOrApplication>
preload <image>

build [source]

deploy <appName> [image]
join [devicelp]

leave [devicelp]

scan

show help

login to balena

Start a remote build on the balena cloud build servers or a local mode device
show device logs

SSH into the host or application container of a device

1list all applications

list a single application

list all devices

list a single device

Tunnel local ports to your balenaOS device

preload an app on a disk image (or Edison zip archive)

Build a single image or a multicontainer project locally

Deploy a single image or a multicontainer project to a balena application
Promote a local device running balena0OS to join an application on a balena server
Detach a local device from its balena application

Scan for balenaOS devices in your local network

Run ‘balena help --verbose’ to list additional commands

Global Options:

--help, -h
--version, -v
david@david-VirtualBox:~$ I




a Clone a Project

There are lots of sample projects to get started with, such as:
“It's a sign: build a remote controlled digital display with Screenly OSE and Raspberry Pi”
“Deploy a fleet of environmental sensors with balena & InfluxDB”
“Using Web Bluetooth to communicate with Bluetooth devices”

“‘Build a TTN LoRa Gateway with balenaFin and balenaCloud”

For now, let’s go with balenaSound: “Turn your old speakers or Hi-Fi into
Bluetooth, Airplay and Spotify receivers.”



https://www.balena.io/blog/deploy-a-fleet-of-environmental-sensors-with-balena-influxdb/
https://www.balena.io/blog/using-web-bluetooth-to-communicate-with-bluetooth-devices/
https://www.balena.io/blog/build-a-ttn-lora-gateway-with-balenafin-and-balenacloud/
https://www.balena.io/blog/turn-your-old-speakers-or-hi-fi-into-bluetooth-receivers-using-only-a-raspberry-pi/

e Clone a Project

®  ® () balenalabs/bslena-sound: Buld X

o Pullrequests Issues Marketplace Explore A+ B

I balenalabs / balena-sound ©watch> 16 Jrstar 295 YFork
© Code o Actions (1) Security Insights.

Build a streamer for an existing audio device using a Raspberry Pil Supports Bluetooth, Airplay and Spotify Connect

balena  balenacloud berry-pi  raspberrypi bluetooth  airplay s audo  blustooth-d

132 commits. 213 branches 30releases 2211 contributors. Apache-2.0
I ————————————————————————

Branch: master~ | New pull request Createnewfile  Uploadfiles  Find file | [EEUSIERUGIE S

& balena-civia2 Clone with HTTPS
Use Git or checkout with SVN using the web URL.
™ github meta: add tmigone as a codeowner
https://github. con/batenalabs/batena-
i airplay 'Add code for gpio control with udev and some other things

B biuetooth-audio Add code for gpio control with udev and some other things
Open in Desktop Download ZIP
im Allow setting custom name P—

B spotify Add Spotify login 21days ago

gitignore ekeeping, add README 7 months ago
CHANGELOG.md v 16 day
E) CONTRIBUTING.md Add contribution guidelines 4 months ago
LICENSE Add Apache License months ago
=) README.md readme: Clarify Spotify only works with Premium account
E) VERSION vi32
docker-compose.ym blueetooth-audio: Remove supervisor api label since it's no longer ne... 2 months ago

B) repoym! Housekeeping, add README 7 months ago

README.md

git clone https://github.com/balenalabs/balena-sound.git



a Clone a Project

Activities ) Terminal v Thu 16331 = LeQ-~

*x david@david-VirtualBox: ~ (]
File Edit View Search Terminal Help
david@david-VirtualBox:~$ git clone https://github.com/balenalabs/balena-sound.git

remote: Counting objects: 100% (117/117), done.

remote: Compressing objects: 100% (75/75), done.

remote: Total 731 (delta 56), reused 93 (delta 40), pack-reused 614
Receiving objects: 100% (731/731), 701.15 KiB | 1.80 MiB/s, done.
Resolving deltas: 100% (369/369), done.
david@david-VirtualBox:~$

david@david-VirtualBox:~$

david@david-VirtualBox:~$ 11 balena-sound/

total 76

drwxr-xr-x 8 david david 4096 Jan 23 16:31 ./

drwxr-xr-x 26 david david 4096 Jan 23 16:31 ../

E Cloning into 'balena-sound'...
remote: Enumerating objects: 117, done.

david david 11356 Jan 23 16:31 LICENSE

david david 5330 Jan 23 16:31 README.md
david david 14 Jan 23 16:31 repo.yml
david david 4096 Jan 23 16:31 spotify/

-MW-G--C--
drwxr-xr-x

6 5
drwxr-xr-x 2 david david 4096 Jan 23 16:31 airplay/
drwxr 5 david david 4096 Jan 23 16:31 bluetooth-audio/
-rW-r 1 david david 4078 Jan 23 16:31 CHANGELOG.md
-rW-r 1 david david 509 Jan 23 16:31 CONTRIBUTING.md
-rw-r--r-- 1 david david 572 Jan 23 16:31 docker-compose.yml
drwxr-xr-x 8 david david 4096 Jan 23 16:31 .git/
drwxr-xr-x 2 david david 4096 Jan 23 16:31 .github/
-rw-r--r-- 1 david david 16 Jan 23 16:31 .gitignore
drwxr-xr-x 2 david david 4096 Jan 23 16:31 images/

1

1

1

2

-rw-r--r-- 1 david david 6 Jan 23 16:31 VERSION
david@david-VirtualBox:~$




a Clone a Project

Activities ] Terminal ~ Thu 16:32
david@david-VirtualBox: ~
*s File Edit View Search Terminal Help
david@david-VirtualBox:~$ cat balena-sound/bluetooth-audio/Dockerfile.aarch64
FROM balenalib/raspberrypi3:stretch

ENV DBUS_SYSTEM_BUS_ADDRESS=unix:path=/host/run/dbus/system_bus_socket
E ENV UDEV=1

RUN install_packages \
alsa-utils \
bluealsa \
bluez \
python-gobject \
python-dbus \
python-gpiozero \
e

# Copy sounds
COPY sounds /usr/src/sounds

# Setup udev rules - this lets us play the connect/disconnect sound,
# turn off discover/pairing when a client is connected

# and also run a python script

COPY bluetooth-udev /usr/src/

RUN chmod +x /usr/src/bluetooth-udev

COPY udev-rules/ /etc/udev/rules.d/

COPY bluetooth-scripts/ /usr/src/bluetooth-scripts/

# Bluetooth-agent handles the auth of devices
COPY bluetooth-agent /usr/src/
RUN chmod +x /usr/src/bluetooth-agent

COPY start.sh /usr/src/
RUN chmod +x /usr/src/start.sh

CMD [ "/bin/bash", "/usr/src/start.sh" ]

david@david-VirtualBox:~$ I




e Push a Container

Activities [ Terminal v Thu 16:34 = 20 Q-

tualBox: ~/bal d

‘* File Edit View Search Terminal Help
david@david-VirtualBox:~/balena-sound$ balena login

"
- | __ I HRS
[/ e[| /P | S\ G /|
EII_)I(_)IIII /LTI O
| /\ 1 N ) B V|
Logging in to balena-cloud.com
How would you like to login? (Use arrow keys

Credentials
Authentication token
I don't have a balena account!




ush a Container

Activities  #) Firefox Web Browser ~ Thu 16:36 = 2

@ Lo~
david@david-VirtualBox: ~/balena-sound
‘\ balenaCloud | Login CLI - Mozilla Firefox o
david@david

ﬁ I — c @ balena-cloud.com

[RVR\T/
1101 Q) & balenaCloud #GettingStarted  BDocs  Forums @ Status
AN

David Tischler DT ~

Logging in
How would balena
Connecting

Balena CLI
s share thenticat




ush a Container

Activities [ Terminal v Thu 16:40 =
$~ balenacloud | Applications - Mozilla Firefox
balenaCloud | Applica
E < c @ 3 balena-cloud.com,
." balenaCloud #GettingStarted B Docs ¥ Forums @ Status
‘Want more devices, private support and more? You can upgrade your plan from the dashboard.
Applications @

H0 Q-
& DemoApplication
[ starter ]

David Tischler DT

File Edit View Search Terminal Help
david@david-VirtualBox:

tualBox:

/bal

$ balena push DemoApplicationl

() 3] Left 3




e Push a Container

Activities ] Terminal v Thu 16:45 _ S0 38~

tualBox: ~/bal d L)

*s File Edit View Search Terminal Help
Setting up libpostproc54:armhf (7:3.2.14-1~debSul+rptl) ...

Setting up libtheora®:armhf (1.1.1+dfsg.1-14+b1) ...
Setting up libavcodec57:armhf (7:3.2.14-1~deb9ul+rptl) ...
Setting up libpulse@:armhf (10.0-1+deb9ul) ...

E Setting up libchromaprinti:armhf (1.4.2-1) ...
Setting up libsdl1l.2debian:armhf (1.2.15+dfsgl-4+rpt2) ...

Setting up libavformat57:armhf (7:3.2.14-1~debSul+rptl) ...

Setting up mplayer (2:1.3.0-6) ...

Processing triggers for libc-bin (2.24-11+deb9u4) ...

Processing triggers for dbus (1.10.28-0+deb9ul) ...

Removing intermediate container 52e16275b7c9

---> cd8bde0043fe

Step 5/14 : COPY sounds /usr/src/sounds

---> fddeb8177c69

Step 6/14 : COPY bluetooth-udev /usr/src/

---> 6d6lae8bde9d

Step 7/14 : RUN chmod +x /usr/src/bluetooth-udev

---> Running in ef30fe31b50f

Removing intermediate container ef30fe31b5ef

---> c61c51ccO761

Step 8/14 : COPY udev-rules/ /etc/udev/rules.d/

---> eb50c62b4c5c

Step 9/14 : COPY bluetooth-scripts/ /usr/src/bluetooth-scripts/

---> 1dcc284338d9

Step 10/14 : COPY bluetooth-agent /usr/src/

---> 6501f8b7a43b

Step 11/14 : RUN chmod +x /usr/src/bluetooth-agent

---> Running in c2fa63fobe28

Removing intermediate container c2fa63f@be28

---> dee6433deb42

Step 12/14 : COPY start.sh /usr/src/

---> d7af23912305

Step 13/14 : RUN chmod +x /usr/src/start.sh

---> Running in 39bcc63d6f88

Removing intermediate container 39bcc63d6f88

---> 31f1cc109d76

Step 14/14 : CMD [ "/bin/bash", "/usr/src/start.sh" ]

---> Running in 6782f5f1d3b4

Removing intermediate container 6782f5f1d3b4

---> 28ceddd8b685

Successfully built 28ceddd8b685

Uploading images

] 15%




e Charlie!

Activities ] Terminal v Thu 16:45 = &s0Qg-~

P

** tualBox: ~/bal d
File Edit View Search Terminal Help

---> Running in 6782f5f1d3b4

Removing intermediate container 6782f5f1d3b4
---> 28ceddd8b685

Successfully built 28ceddd8b685

Uploading images

Successfully uploaded images

Built on armo1

Release successfully created!

Release: (id: )

Service Image Size Build Time
bluetooth-audio | 262.68 MB 1 minute, 31 seconds
airplay 203.90 MB 28 seconds
spotify 165.81 MB 24 seconds

Build finished in 1 minute, 58 seconds

david@david-VirtualBox:~/balena-sound$ [l




ush a Container

Activities  #) Firefox Web Browser ~ Thu 16:46
$* balenaCloud | bold-feather - Mozilla Firefox

balenacCloud | bold-fea

<« c @ 3 balena-cloud.com,

." balenaCloud 4 GettingStarted B Docs 2 Forums @ Status David Tischler DT ~

DEVICE

us wo

utc (@ Timestamps @

~ Updating

Device

Configuration E—

LAST ONLINE

Do Online (for 17 hours)
Device
Variables
TARGET RELEAS

cesf
S
Device Service
Variables

v Terminal

Location

Select atarget v

Actions c Status ¢

© Downloading
® =
Diagnostics
Experimental 0 Downloading 13%

0 Downloading 21%
-

& {3 @ 3 Left 38



Discussion Item (and Demo):

Scaling and a Global Fleet



." balenaCloud 7 Getting Started [ Docs 2 Forums

©

Devices

,C

Fleet
Configuration

E
Environment
Variables

Sw
Service
Variables

Releases

4

Location

Applications 6 DemoApplication

Fleet Location

North
Paclfic

Ocean

nited States

South
Pacif
Oce

@ Status

Venezuela

Brazil

Bollvia

dashboard.balena-cloud.com

Finland

Sweden

Norway
ital;

Spain. Y

Ageria (g,

Ml Niger

Nigeria

Nami

Sout

Ukraine Kazakhstan

Turkey
Afghanistan
Iran
Pakisten

raq
ya EGYPL
Saudi Arsbia

Sudan

Chad

Ethiopia
Kenya

= Indian

Ocean

Madagascar
Botswans 2

h Africa

David Tischler DT ~

Mongolia

Jspan
South Korea

Thailand

Indonesia

Map data ©2020 = Terms of Use




& dashboard.balena

." balenaCloud % Getting Started [EDocs 2 Forums S David Ti DT ~

&o icati Release policy track latest V' git renote add balena david_. © @

/ \
e + Add device Y Add filter | @ Views v Actions v

Devices

Status ¢ Device Type ¢ Last Seen & uuD @2 OS Version ¢ OS Variant ¢ Supervisor Version ¢ IP Address Current Release ¢ Target Release ¢ Release Policy ¢ Latitude Longitude AllTags & v

Ve

Fleet
Configuration

Q © Online 6 Raspberry Pi 4 Online (for 3 hours) coofeeb @ balenaOS 2.46.1+rev3 106.27 10.15.0.56 © 717c66f @ 717c66f 50.8243 -4.5413

Q © Oniine & Rresovery pis garethtdavies Online (for a day) 3a628fc ©  balenaDS 2.44.0+rev3 1037 152.168.86.43 © 717c66¢ 717c66F 48.4808 -1233165 ‘am.m.,mm

Ex Q © Online & Rresoverry pia . Online (for 3 hours) dcefios @  balena0S 2.44.0+rev3 < 1037 .30.157 © 717c66f 717c66F
Environment

-12.0464 -77.0428

panas Q @onine & Raspberry Pis amsolankiamit  Online (for an hour) 386279 ©  balena0S 2.46.1+rev3 10627 1.105 © 717c66F 717c66F 19,0748 728856

S Q © Online & Resovery pig ngr Online for 14 minutes) gbazdte ©  balenaDS 2.46.1+rev3 10627 .100.18 © T17c66F 717c66F 210313 1058516
x

Service

Variables Q@ © Online Raspberry Pi 3 (using 64bit OS) (BETA) Online (for 2 hours) e3361ce @ balenaOS 2.46.1+revl 4 10627 .1.65 @ 717¢66F 717c66F 48.2006 16.3672

0 Offline Raspberry Pi 3 (using 64bit OS) (BETA) tmigone 15 minutes ago avebs79 O balenaOS$ 2.46.1+revl ¢ 10627 .88.196 © 717c66F 717c66F -345106 -58.4964

Releases A Nvidia Jetson Nano (BETA) dtischler Online (for an hour) sasfofs © balenaOS$ 2.45.1+rev3 0.18 © 717c66f 717c66F 336613 -112.0398

) Online S Nvidia Jetson Nano (BETA) go-blazers-pdx Online (for 40 minutes) aads6a1 © balenaOS 2.45.1+rev3 192.168.1.121 © T17c66F 717c66F 453804 -122586

7

Location

:‘% Nvidia Jetson Nano (BETA) s Online (for an hour) 281929 © balenaOS 2.45.1+rev3 717c66F 717c66F 50.8243

1-100f 10
=

Members




Additional Resources

“



Additional Resources

balena Blog: https://www.balena.io/blog/

balena Forums: https://forums.balena.io/

balena Labs GitHub: https://github.com/balenalabs

Arm Developer Portal: https://developer.arm.com/

Arm Community Blog: https://community.arm.com/developer/

Community Discord Server for Developers*: https://discord.gg/HSETM7C

*Note: Not an official, endorsed platform, just a fun place to hang out and chat / learn. :-)

“
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